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Incoming Postdoctoral Researcher (Sep. 2026 ~)
Sungshin R&DB Foundation in Sungshin Women’s University

Part-time Lecture in Department of Convergence Security Engineering

Email: nepark.cse(@gmail.com, naeun@sungshin.ac.kr

Outstanding Young Researcher Award, by Korea Internet & Security Agency (KISA), May. 2025

Agentic Al, Endpoint Detection and Response, eXtended Detection and Response,
Anomaly Detection, Lightweight Mechanism (wake-up mechanism)

Sungshin Women’s University Mar. 2025 ~ Present
Part-time Lecturer, in Department of Convergence Security Engineering

NEWRACOM, California Irvine, US Jan. 2024
Short-term Internship (2-week program)

Sungshin Women’s University Spring 2023
Research Assistant (RA), in CSE Lab

Sungshin Women’s University Spring 2021
Teaching Assistant (TA), in Department of Convergence Security Engineering Fall 2023
Sungshin Women’s University Mar.2019 ~ Sep. 2020

Undergraduate Internship, in Sungshin Women’s University

Sungshin Women’s University Mar.2023 ~ Aug.2026
Ph.D., in Future Convergence Technology Engineering (expected AUG.20)

Sungshin Women’s University Sep.2021 ~ Feb.2023
M.S., in Future Convergence Technology Engineering

Sungshin Women’s University Mar.2018 ~ Aug.2021
B.S., in Computer Engineering (Double Major)

Sungshin Women’s University Mar.2018 ~ Aug.2021
B.S., in Convergence Security Engineering

Sungshin Women’s University
1. LB001500 Network Security
- Spring 2025: 34 students, evaluation rating 4.48/5.0

2. LB001500 Network Security
- Spring 2026: 34 students, evaluation rating 4.65/5.0

ETRI(Electronics and Telecommunications Research Institute) Sep. 2024
Open Source -based Endpoint Detection and Response

“Research on Secure Transmission Techniques Robust to Signal Interference in High-Density, High-Capacity
Networks” (8,000,000 KRW), funded by Korea Foundation for Women in Science, Engineering and
Technology (WISET) (Principal Investigator), Apr. 2023 — Oct. 2023.

Journals

1. Na-Eun Park, Seo-Yi Kim, I1-Gu Lee, "Selfish Attack Detection and Response Using Cooperative Backoff
Adjustment in Wireless Sensor Networks," ICT Express, Dec. 2024 (SCIE, IF 4.1, Q1, JCR Top 23.1%)

2. Yu-Rim Lee, Na-Eun Park, Seo-Yi Kim, II-Gu Lee, "Malicious Traffic Compression and Classification
Technique for Secure Internet of Things," CMC-Computers, Materials & Continua, Vol.76, No. 3, pp.3465-
3482, Oct. 2023 (SCI, IF 3.1)



Na-Eun Park, Yu-Rim Lee, Soyoung Joo, So-Yeon Kim, So-Hui Kim, Ju-Young Park, Seo-Yi Kim, I1-Gu
Lee, "Performance Evaluation of Fast and Efficient Intrusion Detection Framework for Advanced Persistent
Threat-based Cyber attacks," Elsevier Computers & Electrical Engineering, Vol. 105, No. 108548, Jan.
2023 (SCI, IF 4.3, JCR Q2, Top 25%)

So-Hyun Park, Sun-Woo Yun, So-Eun Jeon, Na-Eun Park, Hye-Yeon Shim, Yu-Rim Lee, Sun-Jin Lee,
Tae-Rim Park, Na-Yeon Shin, Min-Jin Kang, and I1-Gu Lee, "Performance Evaluation of Open-source
Endpoint Detection and Response combining GRR and osquery for Threat Detection," IEEE Access, Vol.10,
pp-20259-20269, Feb. 2022 (SCI, IF 3.367, JCR Q2)

Jung-Min Moon, Na-Eun Park, II-Gu Lee, "Uncertainty-Aware Machine Learning for Delay-Spread
Estimation and Surplus Guard Interval Utilization in IEEE 802.11be Environments, " Electronics, 2026
(SCIE, IF 2.6, Q2, JCR Top 44.3%)

Na-Eun Park, So-Hyun Park, Ye-Sol Oh, Jung-Hyun Moon and II-Gu Lee, "Distributed Authentication
Model for Secure Network Connectivity in Network Separation Technology," Sensors, Vol.22, No. 579, Jan.
2022 (SCIE, IF 3.576, JCR Q2).

Scopus

7.

10.

Yeon-Jin Kim, Na-Eun Park, [1-Gu Lee, "Air-Fuzz: Feasibility Analysis of Fuzzing-Based Side-Channel
Information Leakage Attack in Air-Gap Networks," Lecture Notes in Computer Sciences (LNCS) , Vol.
15499, pp.231-242, Feb. 05, 2025

Yeon-Ji Lee, Na-Eun Park, 11-Gu Lee,"Lightweight Anomaly Detection Mechanism based on Machine
Learning Using Low-Cost Surveillance Cameras," Lecture Notes in Computer Sciences (LNCS) 2024.

Sun-Woo Yun, Na-Eun Park, I[1-Gu Lee, "Wake-up Security: Effective Security Improvement Mechanism
for Low Power Internet of Things," Intelligent Automation & Soft Computing, Vol. 37, No.3, pp. 2897-
2917, Sept. 2023.

Yeon-Ji Lee, Ye-Sol Oh, Na-Eun Park, II-Gu Lee, "Implementation and Evaluation of Harmful Media
Filtering Techniques by Multimodal Information Extraction," Journal of Information and Communication
Convergence Engineering (JICCE), Vol.21, No.1, pp.75-81, Mar. 2023.

KCI

11.

12.

13.

14.

Jungsu Park, Na-Eun Park, Yeon-Jin Kim, II-Gu Lee, "Detection of Ransomware Using MITRE
ATT&CK-Based Deception Technique," Journal of The Korea Institute of Information Security &
Cryptology, Vol.36, No.3, 2026.

Ga-Yeong Kim, Na-Eun Park, II-Gu Lee, "Anomalous Traffic Input Sanitization for Enhancing the
Security of Popularity Prediction—-Based Dynamic Memory Allocation," Journal of the Korea Convergence
Security Association, Vol.26, No.2, 2025.

Sun-Woo Yun, II-Gu Lee, So-Hyun Park, Na-Eun Park, So-Eun Jeon, Ye-Sol Oh, and Ji-Eun Lee,
"Industrial Security Technologies and Policies for Smart Logistics Utilizing Drones," Korean Journal of
Industrial Security, Vol.11, No.1, pp. 221-243, 2021.

Na-Eun Park, Jongwan Kim, Tae-Seog Jeoung, "Cache Memory and Replacement Algorithm
Implementation and Performance Comparison" Journal of the Korea Society of Computer and
Information(JKSCI), Vol. 25 No.3, pp. 11-17, Mar. 2020.

Conference & Workshop
- international

15.

16.

Seo-Yi Kim, Na-Eun Park, II-Gu Lee, "Invisible Watermarking with DWT-SVD for Safeguarding
Copyrighted Images against Unauthorized Generative Al Training," The 9th International Conference on
Mobile Internet Security, Sapporo, Japan, Dec. 2025

Jung Min Moon, Na-Eun Park, [1-Gu Lee, "Real-time Channel Adaptive Guard Interval Adjustment and
Secondary Data Transmission Framework," The 9th International Conference on Mobile Internet Security,
Sapporo, Japan, Dec. 2025
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Ga-Young Kim, Na-Eun Park, [I-Gu Lee, "Real-time Anomaly Detection-enhanced Defense for Dynamic
Memory Allocation," The 9th International Conference on Mobile Internet Security, Sapporo, Japan, Dec.
2025 (Poster)

Seo-Yi Kim, Na-Eun Park, II-Gu Lee, "Invisible Watermarking for Image Data Protection in Sensor
Network Environments," The Nineteenth International Conference on Sensor Technologies and
Applications (SENSORCOMM), Spain, Barcelona, Oct. 2025

Seo-Yi Kim, Na-Eun Park, II-Gu Lee, "Invisible Watermarking Based on DWT-SVD for Protecting
Generative Al Content," The 26th World Conference on Information Security Applications (WISA), Jeju
Island, Korea, Aug. 2025 (Poster)

Jung Min Moon, Na-Eun Park, II-Gu Lee, "Wireless Channel Delay Spread-Based Dynamic Guard
Interval Adjustment and Secondary Data Transmission Technique," The 26th World Conference on
Information Security Applications (WISA), Jeju Island, Korea, Aug. 2025 (Poster)

Ga Yeong Kim, Na-Eun Park, [1-Gu Lee, "Security Vulnerability Analysis of Real-time Content Popularity
Prediction-based Dynamic Memory Allocation System," The 26th World Conference on Information
Security Applications (WISA), Jeju Island, Korea, Aug. 2025 (Poster)

So-Yeon Kim, Na-Eun Park, Yu-Ran Jeon, II-Gu Lee, "DFL: Differential Federated Learning for
Enhancing Privacy and Efficiency of Multilink-Operation Wireless Communication Networks," The 8th
International Conference on Mobile Internet Security (Mobisec), Sapporo, Japan, Dec. 2024 ( & Best Paper
Award)

Yeon-Jin Kim, Na-Eun Park, I1-Gu Lee, "Fuzzing based side-channel data leakage attack in air-gapped,"
The 8th International Conference on Mobile Internet Security (Mobisec Workshop), Sapporo, Japan, Dec.
2024 (Poster)

Na-Eun Park, Yeon-Jin Kim, [1-Gu Lee, "Dataset Characterization-Guided Machine Learning," The 8th
International Conference on Mobile Internet Security (Mobisec Workshop), Sapporo, Japan, Dec. 2024
(Poster)

Yeon-Jin Kim, Na-Eun Park, I1-Gu Lee, "Air-Fuzz: Feasibility Analysis of Fuzzing-Based Side-Channel
Information Leakage Attack in Air-Gap Networks," The 25th World Conference on Information Security
Applications (WISA), Jeju, Korea, Aug. 2024

So-Yeon Kim, Na-Eun Park, Yu-Ran Jeon, II-Gu Lee, "Multi-Link Operation-Based Group Selection
Technique for Enhancing Privacy and Efficiency in Federated Learning," The 25th World Conference on

Information Security Applications (WISA), Jeju, Korea, Aug. 2024 ( 4 Best Poster Award)

Yeon-Jin Kim, Na-Eun Park, I[I-Gu Lee,"Machine learning detection model for identifying IoT resource
exhaustion attacks," The 7th International Conference on Mobile Internet Security (Mobisec), Okinawa,
Japan, Dec. 2023 (Poster)

Yeon-Ji Lee, Na-Eun Park, II-Gu Lee,"Lightweight Abnormal Detection Techniques Using Low-Cost
Surveillance Cameras," The 26th Annual International Conference on Information Security and Cryptology
(ICISC), Seoul, Korea, Nov. 2023

Yu-Ran Jeon, Jung-Hwa Ryu, So-Yeon Kim, Na-Eun Park, II-Gu Lee,"CaliProb: Probability-based
Calibration Model for Robust Predictions in Environments with Data Biases," 33rd International
Telecommunication Networks and Applications Conference (ITNAC) , Melbourne, Australia, Nov. 2023
(Student Travel Grant)

Seo-Yi Kim, Na-Eun Park, II-Gu Lee, "Reliable and Low-Latency Intrusion Detection System for
Lightweight Internet of Things Environment," IEEE 98th Vehicular Technology Conference (VTC), Hong
Kong, Oct. 2023

Na-Eun Park, So-Yeon Kim, Yuran Jeon, Seoyi Kim and I1-Gu Lee, "Data Calibration to Enhance Security
and Accuracy of Federated Learning," The 24rd World Conference on Information Security Applications,
Jeju Island, South Korea, Aug. 2023 (Poster)

Yu-Rim Lee, Na-Eun Park, Seoyi Kim, II-Gu Lee, "Malicious traffic classification techniques utilizing
compressed sensing and learning for secure Internet of Things," 6th International Symposium on Mobile
Internet Security (MobiSec'22), Jeju Island, South Korea, Dec. 2022



33.

34.

Sun-Woo Yun, Na-Eun Park, I1-Gu Lee, "Low Power High Performance Security Mechanism for Internet
of Things," 6th International Symposium on Mobile Internet Security (MobiSec'22), Jeju Island, South
Korea, Dec. 2022 (presenter)

Na-Eun Park, Tae-Rim Park, Hye-Yeon Shim, Yeon-Ji Lee and II-Gu Lee, "Network Traffic Aware
Memory Attestation for Low Power Internet of Things," The 23rd World Conference on Information
Security Applications, Jeju Island, South Korea, Aug. 2022 (Poster)
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Jung-Min Moon, Na-Eun Park, 11-Gu Lee, "Wireless Channel Delay Spread Estimation Using a One-
Dimensional Convolutional Neural Network," Annual Symposium of KIPS 2026, Gangneung, Korea, May.
2026 //2ER, BiLE2, Ol "YAIY TdE AFYS gast 24 Aig Zailo] AmRE Y Ol stEERXeEle

ASK, &8, 2=, 20265

Ga-Yeong Kim, Na-Eun Park, II-Gu Lee, "ATB-Insider: A Real-Time Insider Threat Detection Model
Using Time-Series Anomaly Detection," Korea Institute of Information Security & Cryptology (KIISC)
CISC-S"25, Gonjiam, South Korea, Dec. 2025 //2{7t%, 2iLte, 0|2, "ATB-Insider: A|H[& 04 EIX|Z 28t Al
AIZHLHEX}E Q7 BIX] 23" o2y EEToks| CISC-S'25, Gonjiam, South Korea, Nov. 2025

Ga-Yeong Kim, Na-Eun Park, 11-Gu Lee, "ADE-DMA: Anomaly Detection Enhanced Dynamic Memory
Allocation with Input Sanitization," Korea Convergence Security Association Fall Conference, Wirye,
Korea, 2025.11. /2421, BfLt2, 0|25, "ADE-DMA: Of+f 2iA| B! 4= o0& | 2|gte] ayel &5 ofze| g 2|
" ot g Eotets] =ASsrtz], ?/2, Nov. 2025

Ga-Yeong Kim, Na-Eun Park, I1-Gu Lee, "An Adaptive Defense System Against Power Line Modulation-
Based Covert Channel Attacks in Air-Gapped Environments,"Korea Institute of Information Security &
Cryptology (KIISC) CISC-S'25, Gyeongju, South Korea, June. 2025 //27t%, 2iLt2, 0|22, "0f042 2FZ0A

T HE VR AEH AE SH0| thet HEF Woi AL

Na-Eun Park, Yeon-Jin Kim, I[I-Gu Lee, "Enhancing Machine Learning via Dataset Characterization-
Driven Feature Selection," Annual Symposium of KIPS 2025, Kyungpook National Univ., Korea, May.
2025
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Ga-Yeong Kim, Jung-Min Moon, Na-Eun Park, 1I-Gu Lee, "Content Popularity Prediction-Based
Dynamic Memory Allocation Mechanism," Annual Symposium of KIPS 2025, Kyungpook National Univ.,
Korea, May. 2025 // 221, 2740, 8iLte, 0[Y7, "Z-IX D% of|F J(gte] 54 nl22| g HAHLE,

Ju-Yeong Shin, Yeon-Jin Kim, Na-Eun Park, [1-Gu Lee, "Rule-based High-efficiency Parallel Fuzzing
Framework for Lightweight IoT," Korea Institute of Information Security & Cryptology (KIISC) CISC-
W24, Gonjiam Resort, South Korea, Nov. 2024 //415%, 210471 2t t2, 0|23 "H2t 0TS ¢I3r 7& 78 1as
HE MY ZYYATR" oY EE D] SHSES] (CISC-W'24), 2K 2|ZE, ot=, 2024.11.

Na-Eun Park, Seo-Yi Kim, II-Gu Lee, "Selfish attack and response techniques in wireless sensor
networks," Korea Convergence Security Association Summer Conference, Naju, Korea, 2024.06.
//EILEE, M0, O[Y T, "2 MM HIERIZOIM 0P [A SAL}L T VI, ot=gYEetels| stAEatlel, LS, 2024.06

Na-Eun Park, Yeon Jin Kim, I1-Gu Lee, "Testcase Selection Technique for Lightweight Fuzzing," Annual
Symposium of KIPS 2024, Pyeongchang, Korea, May. 2024 ( & Best Paper Award)

/[AfLtE, FUT, OlYT, FY HES 2T HIZEH 0L A= oy

Yeon-Jin Kim, Na-Eun Park, II-Gu Lee, "Autoencoder-based Data Compression Technique for
Lightweight [oT," Annual Symposium of KIPS 2024, Pyeongchang, Korea, May. 2024

/AU, EiLE2, O|Y, " 0TS fI2F Q& QT JI8tof HOJE = 21y

Yerim Jeong, Na-Eun Park, [1-Gu Lee,"Grouping-based cooperative transmit power control against selfish
attack," Conference on Information Security and Cryptography-Winter 2023 (CISC-W'23), Seoul, Korea,
Dec. 2023. //780lI12), 8112, O[T, "0[2|5 Z240i| CiSsh] et T8T 2|8F FH5 &40 mel Hof 2[7)

Seo-Yi Kim, Na-Eun Park, [1-Gu Lee, "Brute Force Attack Detection Technique Using Open Source EDR
in Remote Work Environments," Korea Institute of Information Security & Cryptology (KIISC) CISC-
W22, Seoul, South Korea, Nov. 2022
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PATENTS

47.

48.

49.

50.

51.

52.

53.

Na-Eun Park, Yeon-Ji Lee, and 11-Gu Lee, "Performance evaluation of machine learning algorithms for
anomaly detection," Korea Convergence Security Association (KCSA) Conference, Seoul, South Korea,
Jul. 22,2022, //=iLt2, 0]94X|, O] "0l 9| EX|Z flot Hileld Yoe|Eel 45 Hot

1
[

Sun-Woo Yun, Na-Eun Park, and II-Gu Lee, "Low Power Security Architecture for the Internet of Things,"
The 50th Korea Institute of Information and Communication Engineering (KIICE) Conference, Seoul,
South Korea, Oct. 28, 2021. //2M 2, SILI2, 0|7 "AIZQIELIS 2ot X{&2d £oF 0fF|ElH"

Yeon-Ji Lee, Ye-Sol Oh, Na-Eun Park, and II-Gu Lee, "A Study on Harmful Media Filtering Techniques
by Image Information Extraction," Korea Convergence Security Association (KCSA) Conference, Seoul,
South Korea, Aug. 20, 2021.

/[O1HR], 01%, =fLt2, O|Y+, "Iy B F5= ¢ [l oM THY JHo| oier a4

Jung-Yeon Oh, Na-Eun Park, and II-Gu Lee, "Analysis of Domestic and Foreign Legal Systems and
Standardization Technologies for Disaster Communication Network," Korea Convergence Security
Association (KCSA) Conference, Seoul, South Korea, Aug. 20, 2021 (Best Paper Award).

/RN, L2, O|Z+, "THSLYS 2ot Ul & Ml & BESH 7150 theh 24

So-Eun Jeon, Na-Eun Park, and I1-Gu Lee, "Comparative Analysis of Open Source Forensic Tools and
Internetworking Techniques for Expanding Response Coverage," KAIS/KAF Joint Conference, Seoul,
South Korea, Aug. 19, 2021.

JRIAR, HLE2, O|UT, "OEAA B T3 HID BNT IS HHRX| S 9
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Na-Eun Park, So-Eun Jeon, and II-Gu Lee, "Efficient Remote Memory Attestation Technique for Massive
Internet of Things," The 31st Joint Conference on Communications and Information (JCCI), Busan, South
Korea, Apr. 2021.

/L2, da, O|E -+, "2 AFZRIEHS fer =2XQ dF =2 45 715/

So-Eun Jeon, Na-Eun Park, and [1-Gu Lee, "A Study on Distributed Encryption Method for Lightweight
Internet of Things," The 31st Joint Conference on Communications and Information (JCCI), Busan, South
Korea, Apr. 2021.
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1. 1I-Gu Lee, Yu-Rim Lee, Na-Eun Park, "Method and apparatus for adaptive data processing of
homomorphic encryption," Korea, Patent, Appl. No. 10-2940336, Mar. 12, 2026 (Filed on Sep. 1, 2022.)

2. (Software Copyright) II-Gu Lee, Yeon-Jin Kim, Na-Eun Park, “Simulation of an attack model in an air-
gap environment”, Feb. 2025.

3. 1I-Gu Lee, So-Hyun Park, Hye-Yeon Shim, Na-Eun Park, Yeon-Ji Lee, Yu-Ran Jeon, "Apparatus for
watermarking encoding and decoding using error correction code and method for the same," Korea, Patent
No. 10-2925240, Feb. 04, 2026 (Filed on Aug. 01, 2024.)

4. I1-Gu Lee, Na-Eun Park, So-Eun Jeon, So-Young Joo, So-Yeon Kim, "Method and systems for
transmitting secure data between nodes," Korea, Patent, Appl. No. 10-2384949, Apr. 5, 2022 (Filed on Feb.
26,2021).

5. 11-Gu Lee, So-Hyun Park, Sun-Woo Yun, Na-Eun Park, So-Yeon Kim, Eun-Young Lee, So-Hyun Bae, Ye-
Sol Oh, Jung-Hyun Moon, "Network information security method and apparatus," Korea, Patent. No. 10-
2421722, Jul. 12, 2022 (Filed on Sep. 28, 2020).

6. 11-Gu Lee, Na-Eun Park, So-Eun Jeon, Ye-Sol Oh, Ji-Eun Lee, "Operation method of drone system," Korea,
Patent. No. 10-2313117, Oct. 8, 2021 (Filed at May. 15, 2020).

7. 11-Gu Lee, Na-Eun Park, So-Eun Jeon, Se-Young Lee, "Method of learning sensing data based on sensor
and method of providing service," Korea, Patent. No. 10-2255076, May. 17, 2021 (Filed on Aug. 30, 2019).

8. Na-Eun Park, So-Eun Jeon, Se-Young Lee, Jung-Hyun Moon, Kyung-Jin Son, "Authentication system

and method for network environment," Korea, Patent. No. 10-2259156, May. 26, 2021 (Filed on Aug. 28,
2020). //Status: Lapsed (due to non-payment of maintenance fees)



